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All payment cards of Magnetiq Bank must be activated for Mastercard© Identity 

Check™ (hereinafter – ID Check) before shopping online with any of Magnetiq Bank 

payment cards on the websites supporting 3D Secure payments. To activate ID Check 

for your card, visit Internet bank, under section “Accounts”, or Customer Service 

Center and fill in free-form application. 

Select a payment card for the further usage while shopping online. This card 

must have status active. 

To register the payment card for ID Check, press a button “ID Check Settings” 

next to the payment card details. 

 

 
Set your “Personal Assurance Message”, that will in the future appear while 

you are making an online payment and will serve as an additional security measure to 

prove you are communicating with the bank. Enter message and press “Save”. 

 

Select a device that will be used to confirm your purchases online. After selecting 

the device, press “Save”.  
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If you choose DIGIPASS Code calculator when selecting a device type, only a 

DIGIPASS Code calculator, which has been allocated to you by Magnetiq Bank at the 

time of signing the “Service Agreement”, will appear on the list. Select the code 

calculator DIGIPASS and press “Save”.   

 
To confirm registration of the selected device for ID Check, please use the device 

that has been allocated to you by Magnetiq Bank at the time of signing the “Service 

Agreement”. Select the device and press “Save and send”.  

 

Next please confirm registration with the received One-Time Security Code or 

generated signature code from DIGIPASS code calculator (Section 4.2.). 
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If you choose a mobile phone number when selecting a device type, you may 

enter any mobile phone number to which One-Time Security Code will be sent to 

approve online purchase.  

 
If the mobile phone number you registered for ID Check is different from the 

identification device in the Internet bank, the bank will request you to confirm this 

identification device by sending to it One-Time Security Code to complete ID Check 

registration. Enter One-Time Security Code and press “Continue”. 

 

 
After that press “Save and send” and confirm registration with One-Time 

Security Code or generated signature code from DIGIPASS code calculator (Section 

4.2.). 
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ID Check Settings allow you to make changes both for “Personal Assurance 

Message” and device for approving online shopping.  

 

After activating ID Check at the Internet bank, all your payments will be verified 

with ID Check if you make purchases with the Merchant supporting 3D Secure 

payments. 

When making online payments, fill out the payment form: name, surname, 

payment card number, card expiration date and CVC code.    

 

After you enter and verify your payment card details, you'll be redirected to ID 

Check safe shopping page. This page should show your “Personal Assurance 

Message” and the payment details. 
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If a personal assurance message other than yours appears on the screen, please 

do not proceed with the payment and press “Cancel”, as fraudulent action may take 

place. In such case we advise to review your ID Check settings (including text of your 

“Personal Assurance Message”) in the Internet bank, under section “Accounts” or 

address bank’s specialists by phone: +371 67772999, write a message in the Internet 

bank, visit Customer Service Center and submit free-form application. 

To confirm payment details, press “Continue”. 

 

If you have registered several devices for the ID Check, all devices will be visible 

in the drop-down list.  

 
Depending on the selected device, enter One-Time Security Code or generated 

signature code from DIGIPASS code calculator and press “Pay”. 

After 5 consecutive incorrect attempts of entering One-Time Security Code when 

signing online payment, the bank blocks sending of the One-Time Security Code to the 
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mobile phone used at that moment for signing the payment. 

After 5 consecutive incorrect attempts of entering generated signature code from 

DIGIPASS code calculator (Login) when signing online payment, DIGIPASS code 

calculator is blocked. 

To unblock the device, please contact bank’s specialists by phone: +371 

67772999, write a message in the Internet bank, or visit Customer Service Center and 

submit free-form application. 

 
After the payment is confirmed, you will be redirected back to the Merchant’s 

page.   

If for your payment card no device is registered for ID Check payment 

confirmation, you will not be able make shopping online at the webpages supporting 

3D Secure payments. To register devices for ID Check payments, visit Magnetiq Bank 

Internet bank section “Accounts”, or contact bank’s specialists by phone: +371 

67772999, write a message in the Internet bank, or visit Customer Service Center and 

submit free-form application.  
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